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Artificial Intelligence

Machine Learning

Deep Learning

Generative 
AI

Brief history of AI
Artificial Intelligence
The field of computer science that seeks to create 
intelligent machines that can replicate or exceed 
human intelligence

1956

Machine Learning
Subset of AI that enables machines to learn from 
existing data and improve upon that data to make 
decisions or predictions

1997

Deep Learning
A machine learning technique in which layers of neural 
networks are used to process data and make decisions

2017

Generative AI
Understand any data format, create / generate new 
written, visual and auditory content given prompts or 
existing data

2021
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Code 
generation

Generative AI – What’s it great at?

Image 
generation

Text 
generation

Video 
generation Voice 

generation
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What happened in the last year?
D I G I T A L  I M A G I N G

Which of these photos do you think was created with generative AI? 

11 22
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Generative AI makes synthetic identity fraud 
faster, cheaper and more scalable

Before Generative AI: 
Creating realistic fake documents required: 

• Design skills – cutting and pasting logos 
• Time and effort – changing amounts and 

names with pen and correction fluid 
• Research – signatures and names 
• Manual editing – photocopying signatures 

Manual effort limited scale. 

Professional-quality documents can be created in seconds instead of hours. 

AI didn’t invent financial crime; it made deception faster, cheaper 
and more scalable.

Deepfakes and synthetic identities are not only media risks; they are financial crime risks because they can cause organizations to trust the 
wrong person, pay the wrong account, approve the wrong transaction or accept the wrong evidence.

Today with AI: 
• Fraudsters can: 

• Generate realistic documents instantly 
• Copy vendor branding instantly  
• Produce hundreds of documents 

instantly 
• Research instantly 

Fraudsters are able to scale at a much 
faster rate using minimal effort
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Real Life Example: $25M Deepfake Scam

Received email instructions 
from the CFO
The finance team member received  an 
email from the CFO which highlighted 
that a secret transaction needed to be 
processed. However, they initiated a 
video conference call.

Deepfake Video Conference 
Using AI, the fraudsters generated a 
real-time deepfake video of CFO. They 
invited finance employees to the virtual 
meeting and simulated a typical meeting 
giving very urgent payment instructions. 

$25 million Payout  
Based on the belief that it was the 
CFO and other members of the 
team, the finance team initiated the 
$25 million to the fraudulent 
accounts.

In 2024, a member of the finance team was tricked into paying out $25 million to fraudsters using deepfake technology to 
pose as the company’s Chief Financial Officer and other colleagues in a video conference call.

Online tools replicated voice 
and looks of Team Members 
The CFO and other people in 
attendance had looked and sounded 
just like colleagues he recognized. 
The fraudsters citied the urgency of 
the transaction.



9© 2026 KPMG LLP, an Ontario limited liability partnership and a member firm of the KPMG global organization of independent member firms affiliated with KPMG International Limited, a private English company limited by guarantee. All rights reserved. 

Insurance Fraud Trends Across the Lifecycle

1

2

3

6
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Application

• Fragmented capture of 
contextual and behavioural data 
means early fraud signals are 
missed and become more
costly later in the lifecycle.

Underwriting

• Underwriters are incentivised
to prioritise sales over fraud 
prevention, resulting in leakage 
across the lifecycle.

• Limited use of network analysis 
to spot anomalous patterns.

Mid-Term Adjustment

• Fraud signals are missed
because of disconnects with
wider claims or underwriting data.

Renewal

• Fraud patterns go 
undetected as renewal 
decisions are made 
without connecting MTA 
history, historical claims &
underwriting risk shifts.

Litigation & Payments

• Absence of closed-loop learning
means insights from settlements
rarely inform upstream controls.

1. Front-door 
manipulation: False 
identities, altered 
documents and 
misstated risk details can 
enter before a policy is 
issued.

2. AI-altered evidence: 
Photos, invoices, 
documents and claim 
narratives are easier to 
manipulate and harder to 
assess by sight alone

3. Lifecycle blind spots: 
Fraud signals often 
appear across 
applications, policy 
changes, renewals, 
claims and payments, so 
relationship patterns 
need to be viewed 
across the full lifecycle.

Increasing 
application fraud 
at quotation and 

underwriting 
stages

Growth in 
fraudulent 

manipulation &
account takeover 

fraud during 
policy 

management

Rising claims 
leakage through 
overstatement &

fabrication

Fraud is increasing in volume, sophistication and speed - and is becoming increasingly cyber-enabled, blending digital compromise with traditional fraud vectors. At the same time, insurers face surging alert volumes,
more complex typologies, and heightened customer expectations. To stay ahead of emerging threats, insurers need stronger access to contextual data, enriched intelligence, AI-driven decisioning and specialist
investigative capability.

Insurance  Trends :

5

Identified 
fraudulent claims

Claims

• Significant costs are already 
incurred when fraud is 
identified at the claim stage.
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Detecting Fraud with Network 
Analytics

Internal 
Systems

External 
Enrichment

Streaming 
& Batch

Claims 
Fraud

Operational 
team

Unified data 
foundation

People

Organisations

Risks

Places

Enriched 
scoring & 

context across 
all LOBS

Automated 
detection 
across all 

behaviours, 
relationships, 

and 
associations

Ability to get to 
claims faster 

and look across 
portfolio

Streaming 
Scoring & Task 

Loading

Claims 
Explorer

Investigations 
UI
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Detecting Deepfake Document 
Fraud
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What Should We Do?

Policy & Governance Process & 
Controls People Data & 

Technology
Continuous 

Improvement

Establish Fraud 
Risk Policy 

Define Roles & 
Responsibilities 

TPRM Standards

Oversight & 
Reporting 

Preventative 
Controls 

Detective Controls 
Segregation of 

Duties

Escalation Process

Trust but Verify 
Culture or Zero 
Trust but Verify 

Culture
Fraud Training 

Job Specific 
Training 

Periodic Fraud 
Awareness 

Communications 
Duplicate Invoice 

Detection

AI Driven Detection 
Tools 

Secure Payments 
System + Access 

Controls 

Fraud Risk 
Assessments 

Control Testing

Internal Audit 
Reviews 

Update Controls for 
Emerging Risk
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