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Brief history of Al

Artificial Intelligence

Machine Learning

Deep Learning

Generative
Al

1956

Artificial Intelligence

The field of computer science that seeks to create
intelligent machines that can replicate or exceed
human intelligence

Machine Learning

Subset of Al that enables machines to learn from
existing data and improve upon that data to make
decisions or predictions

Deep Learning
A machine learning technique in which layers of neural
networks are used to process data and make decisions

Generative Al

Understand any data format, create / generate new
written, visual and auditory content given prompts or
existing data



Generative Al — What's it great at?

n * factorielle_recursive(n-1)
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Code
generation

ChatGPT

Il était une fois, dans une coeur d'un vill loré, un d'

découvrit le secret du bonheur. Chaque jour, avant de commencer les cours, ils se réunif

dans la cour de récréation pour partager des histoires dréles, des sourires et des jeux. \ y T VT S e e e e e e e e e

Un jour, la maitresse, Mme Lila, remarqua leur joie et décida d'intégrer cette belle énergP)
legons. Elle commenga par leur apprendre la valeur de I'amitié, du partage et de I'entraic
.

t: 'en aidant de & legon difficile, ou en parg,
leur golter, ils se sentaient encore plus heureux.

Laclasse se transforma peu & peu en un lieu magique ol chacun avait héte d'aller, non
pour apprendre mais aussi pour vivre ces moments de bonheur partagé. Mme Lila leur
que le bonheur & I'école, comme partout ailleurs, se cultivait en faisant le bien autour def

Les enfants, inspirés, décidérent de créer un "Jardin du Bonheur" ol chaque bonne acti

symbolisée par une fleur colorée. Bientdt, ce jardin imaginaire fleurit de mille couleurs,

bonheur quiils avaient semé ensemble.

partageant, jour est de rendk Iqu'un heureux.

Text
generation

Image
generation Video

generation

Voice
generation

| 5



What happened in the last year?

Which of these photos do you think was created with generative Al?




Generative Al makes synthetic identity fraud
faster, cheaper and more scalable

Deepfakes and synthetic identities are not only media risks; they are financial crime risks because they can cause organizations to trust the
wrong person, pay the wrong account, approve the wrong transaction or accept the wrong evidence.

Professional-quality documents can be created in seconds instead of hours.

/ Before Generative Al: \ / Today with Al:

Creating realistic fake documents required: * Fraudsters can:
» Design skills — cutting and pasting logos » Generate realistic documents instantly
« Time and effort — changing amounts and * Copy vendor branding instantly
names with pen and correction fluid «  Produce hundreds of documents
« Research — signatures and names instantly
« Manual editing — photocopying signatures * Research instantly

M | i e s Fraudsters are able to scale at a much
\ anual effort limi : / \ faster rate using minimal effort

Al didn’t invent financial crime; it made deception faster, cheaper
and more scalable.




Real Life Example: S25M Deepfake Scam

In 2024, a member of the finance team was tricked into paying out $25 million to fraudsters using deepfake technology to
pose as the company’s Chief Financial Officer and other colleagues in a video conference call.

Received email instructions Deepfake Video Conference Online tools replicated voice  $25 million Payout

from the CFO _ Using Al, the fraudsters generated a and looks of Team Members Based on the belief that it was the

The fmance team mem?er F?Cel_Ved an real-time deepfake video of CFO. They  The CFO and other people in CFO and other members of the

tehmta" from t?f CFO \t'f’h'Ch h'ghl('jgthtid invited finance employees to the virtual  gttendance had looked and sounded team, the finance team initiated the
at a secret fransaction ne-:e. .e o be meeting and simulated a typical meeting jyst lik I h ized $25 million to the fraudulent

processed. However, they initiated a . i ) Justiike colleagues he recognized.

video conference call. giving very urgent payment instructions. The fraudsters citied the urgency of accounts.

the transaction.
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Insurance Fraud Trends Across the Lifecycle

Fraud is increasing in volume, sophistication and speed - and is becoming increasingly cyber-enabled, blending digital compromise with traditional fraud vectors. At the same time, insurers face surging alert volumes,

e more complex typologies, and heightened customer expectations. To stay ahead of emerging threats, insurers need stronger access to contextual data, enriched intelligence, Al-driven decisioning and specialist

investigative capability.

Insurance Trend Mid-Term Adjustment

Litigation & Payments

Renewal

1. Front-door «  Fraud signals are missed + Absence of closed-loop learing
manipulation: False . ) «  Fraud patterns go
identities, altered because of disconnects with P 9 means insights from settlements
|ﬂ documents and wider claims or underwriting data. undetected as renewal rarely inform upstream controls.

misstated risk details can decisions are made

icv i Application
gnter gl without connecting MTA
issued. « Fragmented capture of Growth in hist historical claims &
2. Al-altered evidence: fraudulent Istory, historical claims

contextual and behavioural data

Photos, invoices, manipulation & underwriting risk shifts.
°ee documents and claim means early fraud signals are account takeover
ﬂ'ﬂw narratives are easier to fraud during
manipulate and harder to . ) policy
assess by sight alone costly later in the lifecycle. management
3. Lifecycle blind spots:
Fraud signals often
appear across
applications, policy

missed and become more

: Identified

changes, renewals, Increasing )

; L " fraudulent claims

claims and payments, so application fraud Underwriting

relationship patterns at quotation and

need to be viewed underwriting * Underwriters are incentivised

across the full lifecycle. stages to prioritise sales over fraud Rising claims Claims

prevention, resulting in leakage leakage through + Significant costs are already

overstatement &

e incurred when fraud is
fabrication

across the lifecycle.

« Limited use of network analysis identified at the claim stage.

to spot anomalous patterns.




Detecting Fraud with Network
Analvtics
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Detecting Deepfake Document

| U, |

Contextual Analysis

Checking for inconsistencies
in the content, including
grammar errors, unusual
word choice, or
contradictions.

Reverse Image Search
Comparing the image to

a database of known
images to check for
potential matches.

Spectral Analysis
Examining the frequency
spectrum of the audio to
identify unusual voice
characteristics or
inconsistencies in pitch
and intonation.

Metadata Analysis

Examining metadata
associated with the text
file to identify potential
signs of manipulation.

@ Pixel Analysis Voice Biometric
Cu W

M ] Examining pixel patterns Comparison
B for inconsistencies or Matching the voice to a
] unusual colour variations known database of the
] left by the deepfake

speaker's voice to

generation process.

Facial Landmark
Detection

Analyzing the positions of

key facial features like

eyes, nose, and mouth to

see if they align with

natural human anatomy.

Lighting and Shadow
Inconsistencies

Detecting mismatched
lighting or shadow
patterns across the
video frame.

Frame-by-Frame
Analysis

Examining individual
frames for subtle
anomalies that may not
be noticeable when
watching the video
normally.

check for discrepancies.

Motion Analysis

Tracking facial movements
and identifying unnatural
or jerky motions.



What Should We Do?

Update Controls for
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Define Roles &
Responsibilities
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