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Cyber Crime Trends 
• War 

– Shadowed by international conflict  
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Global Crime 
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• Originates outside jurisdiction 
• Difficult for LEAs to coordinate 
• Time and resource consuming 
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Gameover ZeuS Botnet 
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Target Breach 
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Target Suspect 
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Crime as Retail 
• Supply chains 

– Proceeds 
– Tools 

• Lay end-users 
– “consumers” not “manufacturers” 
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Proceeds Chain 

8 



PRIVACY AND CYBER CRIME INSTITUTE 

 

Tool Chain 
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Zeus Interface 
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Email Tool 
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The latest… 
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Data Breach Implications 
• Target – watershed 
• Pre-target: no consequence 
• Post-target: C-Suite 
• Did Target have CISO? 
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Canadian Landscape 
• Federal Mandatory notification arriving 
• Provincial – only Alberta 
• Corporate discretion 
• No role for regulator (OPC) 
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No Data 
• Closely guarded 
• No aggregation 
• No public policy debate 
• Extrapolation and guess-timates 
• From $10 to $400 (million) 
• 0.2% of GDP ~ $3.1 (billion) 
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From Data Loss DB 
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Who is attacked 
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How they are attacked 
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Mobile Examples 
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Waller Trojan 
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What mal-apps do 
• Pay-to-download 

– App triggers paid downloads 
• Exploit digital wallets 

– Most concerning 
• Other data mining 

– phone calls 
– contact list 
– geo-locations 
– text messages 
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Current Primary Risks 
• Laptops 

– data and gateway 
• Tablets 

– gateway 
• Phones 

– gateway  
• Sticks 

– data 
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Personal Use Risk 
• BYOD 

– Can’t dictate platform (C-suite at fault) 
• Credentials 

– Personal information 
– Social engineering 

• Tinkering 
– Rooting 
– Third Party stores 
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Mobile Risk Management 
• MDM 

– Sandboxing 
• Insurance 

– Not a solution 
• Minimal Security 

– Two factors 
– Passwords 
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Thank You 
   

For Further Information: 
http://www.ryerson.ca/privacyinstitute 

privacy@ryerson.ca 
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